Welcome to ADIB-Egypt secured online services

1.What is ADIB-Egypt secured online services?

- ADIB Egypt secured online services, powered by MasterCard
Secure code, is designed to make your online shopping transactions
safer by ensuring that transaction is performed by you.

2. Do | need to activate or register for ADIB-Egypt secured
online services?

- No you do not need to activate or register for the service since
it is automatically activated.

3. How does ADIB-Egypt secured online services work?

- Using your card at participating merchant websites for any
online transaction will require you to enter 6 digits one time
passcode (OTP) in order to complete the transaction.

- The OTP is delivered to your registered mobile number in the bank.
4.What is one-time passcode (OTP)?

- OTP a passcode that can be used for one time only and
generated for authenticating a specific transaction only.

- Never give the received OTP to anyone over phone or Email.
OTP is sent to you personally to ensure that transaction is
performed by you.

5.What happens if | enter the One Time Passcode (OTP) incorrectly?
- If the OTP is entered incorrectly, it will request you to re-enter
the correct OTP. If you enter the OTP 3 times incorrectly then
the transaction is cancelled and your card will be temporarily
inactive for only internet transactions for 24 hours. Card is
re-activated automatically after 24 hours.

- If your card is temporarily blocked for 3 times during the same
month, then you need to contact the bank to re-activate the
card for internet transactions services.

6.What if | don't receive the One Time Passcode (OTP)?

- If you have not received the OTP, you can request to resend
the OTP by clicking the ‘Resend OTP’ button on the screen.

- Maximum times to resend is 3 times.

- If still not received, you need to contact the bank or the call
center on 19951 to ensure that your mobile number is updated
on the bank system.

7.What is the validity of the One Time Passcode (OTP)?

- The OTP is valid for 5 minutes.

- In case you enter expired OTP, you will be shown a screen notifying
you of the OTP expiration and you will need to re-send OTP.

8.1s ADIB-Egypt secured online services applicable for all
online transactions?

- No, ADIB Egypt secured online services is applicable at participating
merchants only that have the 3D secure feature enabled.

9. How Can | identify participating merchants?

- Participating online merchants display the MasterCard Secure
Code logo on the payment page.

10. What if the online merchant does not support secured
online services?

- Your transaction may get approved or declined depending on
multiple elements such as card type , merchant type, transaction
amount ....etc.

11. How can | update my mobile number in order to receive
the One Time Passcode (OTP)?

- Please Visit ADIB-Egypt nearest branch to update your phone
number or contact the call center on 19951 for assistance.
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REMIND CARDHOLDER TO:

1. Keep statement , receipt and other financial
mmn- information in a secure place and , when they come to
destroy them , use a shredder

2. Keep a copy of e-mailed order confirmation from
online merchant

@ 3. Check statement as soon as they arrive and notify

ADIB-Egypt about the suspicious entries

]
\\ 4. Be cautious about giving any one the card in sight
u during a transaction

5. Be particularly vigilant at ATMs

6. Notify ADIB-Egypt immediately if the card is lost or
stolen or there are unauthorized transactions on the
account call center number 19951

\z 7. Contact ADIB-Egypt if a new or replacement

L~ card does not arrive within a reasonable time

% 8.Take reasonable steps to protect the card from loss,
a theft or unauthorized use

- In case of lost/stolen card (Primary/Supplementary), Cardholder is
responsible to notify the bank immediately through calling
ADIB-Egypt call center to close lost/stolen card immediately. The
cardholder will be solely responsible for use/misuse of the card
before reporting card as lost/stolen to the bank

- In case of lost/stolen card (Primary/Supplementary) or Account
manipulation and after informing the Bank accordingly, The bank
shall refund any amounts / expenses, Unless proven by the bank s
regulations and records The transaction was authorized by the
customer Or by circumventing him.

9. How to secure your card while using it over the
internet

- Never use your card on unsecured sites. An unsecured site address or
URL always begins with “HTTP” or WWW and not “https”

- Use only secured websites that have high security features. Their
address or URL always starts with “HTTPS" , which means “Hypertext
transfer protocol secured”

- Try to hide the CVV the “Three digits mentioned on the back of the
card” and keep it on safe place to be used when required on secured
web sites/merchant

- Card number expiry date,CVV and pin considered confidential and
personal data that should never be shared with any one “relatives ,
friends,etc” such details should always be kept at your end
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